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[”] Understand the cyber security status and changes of local enterprises
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"] Raise public awareness and facilitate policy formulation
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”1 Advise preventive measures to tackle cyber threat
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Methodology i 3% 5%

Interviewed 30 / Enterprises in September 2022 by Telephone

N B HREREEGMT 367[E1EE

Respondents by Industries 2ah&{TE S

SMEs
/B

59

Large Enterprises

103 (28%)
O5 (26%)
45 (12%)
42 (11%)
42 (11%)

KRB

40 (11%)

) B O

|
>
|

Retail and Tourism Related
EEMixBz1EE

Manufacturing, Trading and Logistics
HiE - BN

Professional Services
BHERTS

Financial Services
ERIARFE

NGOs, Schools and Others
IEEFIHLE - BRFEM
Information and Communication

Technology
R IR
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2022 HKT Hong Kong Enterprise Cyber Security Readiness Index
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@ Policy & Risk Assessment

HK T-HK ECSRI PRZ2 BUR B B T

HKTE B2
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@ Process Control
A 1 &l

@ Human Awareness Building
AE B
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The Rankings of Index 5 Z{ZK Al

Index Score

Level i Description
= WAN
45 "SI BRI
(0-100)
sy

= &
X B
3K %
Bl < e :
0 2 Managed Centrally managed security with fine-grained control
0 = BEEIEEE AP RE IR E A S
3 8
o
Q
g Basic Consistent security measures but no central management & fine-grained control
3 BEARIEH B—RNRZER - B2A P REEMIBAIET
<

Ad-hoc Some ad-hoc security measures applied but not consistent
Bt A —2 BERN—ERZER - B2 -84

Unaware Management not aware of necessity of cyber security investment
RZ 2 BHEABREABSRENLE

Higher Readiness Index = Better Resistance and Survivability

EBEENREES = BREEEFNERATMERRE
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2022 HKT Hong Kong Enterprise Cyber Security Readiness Overall Index

HKT B8 EFE RSB RZEHEEIRRE 2022

2018 2019 2020 2021 2022
100
Anticipated
EEIERES
80
Mﬁr;%ged
HEEeE
| 49.3 46.9 49.6 B
Basic 456 . —9
B E A o— —— —— ——
40
Ad-hoc
Bt A —28
20
Unaware
Rz 25
0
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2022 HKT Hong Kong Enterprise Cyber Security Readiness Overall Index

HKT B8 EFE RSB RZEHEEIRRE 2022

2018 2019 2020 2021 2022
100
Anticipated
BRIESES Large
80 Entelrg\rise
Managed 67.3 65.1 68.5 66.6 (-1.9) AREIRE
HEMHAE 28.3 —k— = Overall
60 53.3 +3.7) 4 B
. 49.3 46.9 49.6 zge
Basic 45.6 : -1
BEAE 8- & - o - - ———f =07 o0 R
40 45.6 47.6 : ' ch/pEIf
43.4 ' 42.7
Ad-hoc
& it A~ — 2
20
Unaware
R =
0
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Index by Industries 172 73 #0852

By Business Category YoY Change
\] 4= /N 4 45
PUTER D3R Index 5! Level #& Al e
151 Flrlanmal Services Managed
= 2HEB 0>7 e 28
Information and Communication Technology Managed :
&ML A8 ER F il o1 REHEET) 8.9 mgrzzsste
0 Manufacturing, Trading and Logistics 575 Basic +8.5 FAiae A
iS5 - SR ' BE KIS '
Professional Services Basic
i AR s BEAE -0.7
NGOs, Schools fnd Others 471 Basic 52
IEEFIELE - BRFEM ' BE A '
Retail and Tourism Related Basic
E e 458 PEENT L
HKT-HKECSRI (All Business Categories) Basic
e 23.3 BEAE 3.7
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Sub-Indices 7 I815 £

2018 2019 2020 2021 2022
100
Anticipated
ERIEREN
Process Control
80 iR
EI\/I;na%Sd (3.1 (+144) Technology Control
HEEwe —-A 66.3 (0.4) i
60 ® 533 Overall Exgg
Basic .
g = L ) —B Policy & Risk
BENGEN r —f- i 48.6 Assessment
40 R EER E T g
Ad-hoc
B A—E —h— —h— : Awareness Building
—A 25.1 (29 RN
20
Unaware
NP
0
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Human Awareness Building Sub-index

AEE# 7 IRIEE]

2021 2022

Items on Human Awareness Building

100 | ABEH1ERIER i

Anticipated ! :
ERTIEAE | i
BAIERET] . M For General Staff |
80 i A—REBEZLH i

! Only for New Comers |

Managed ! RAEHABETZH :
= E :/FE : :
60 Human Awareness l 27% 24% |

Basic Building ! |
BEKRIE ABEHE : :
40 a a

Ad-hoc 27.6 25.1 : i
e . I 2021 2022 2021 2022 2021 2022 .
20 : Conducted staff security Conducted cyber security C-level management openly

: awareness education drill exercise related to promoted a strong risk culture :

Unaware . B¥EfTE IZH BLET=H staff awareness / thinking in cyber security |

: Hall BETESE  MNREIW CREREBR A AHMERERER |

TR SR i BEREER 28031 :
0 e |
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Cyber Security Environment
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Overall Incidence of Cyber Security Attacks

B2 TR ER

.. 63%
Wy, il
TN il
Lﬂﬂfﬁ%“!..ﬁﬁﬁ“‘%{% SMEs 2 3%-pt
W .II III > YoY Increase
iy, gl P
6 5 % N> i/ ©\BU{pZE R
of companies encountered 24%-pt
Cyber Security Attacks in VN e Cre “:::: 7 8 O/
N 10 B AP L i 0
“ Z&ug&ﬁv\ &5 = ] "I=I| :
WL INEE "'HH::"I Large Enterprises 32%-pt
Ty, g TR A YoY |
N S
W
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94%

A 12%-pt

__________

16%

V 5%-pt

15%

V¥ 27%-pt

12%

Vv 16%-pt

11%

V 8%-pt
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Top 5 Cyber Security Attacks Encountered in the Past 12 Months

BEDLEABHNARBAELZEZTINE

Phishing Attacks !

FIR I EE |

— o e e e e e e e e e e e e e e e o -

_ Other Malware including
* Botnet

Hith BRI G SFERMAS

Ransomware

NGNS

DDoS
PE &R AR 75 I 22

Web Server & App Attacks
t ¥ RS RTS8/ EAREXINE

83U

Q%
ﬁ%

20%

10%

Email phishing
A SRR E BB

Vishing (“voice phishing”)
AAS T FRERR

Spear phishing
BXIHEGEHR

Smishing (“SMS phishing”)
A4S BV RS ER,

Angler phishing (“social media phishing”)
RFERE IR

Changes compared with 2021

BaseZ £/ - Those who encountered Cyber Security Attacks in P12M 7£ 28 2 1218 /57 55 ZIA945 &+ BT HT 2\ 5] Av EEB52021 F Yy a2
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Cyber Security Attacks Encountered by Enterprises in Past 12 Months

EEBXFLERAEHNESZEINE

Enterprises %

e Cyber Security Attacks Encountered in Past 12 Months
BELRERAHNAREERE

80%

External Attacks

59% MR EE
60% 56%

40%

20%

Attacks Caused by

/ External Partners
0 10% HINSIEBHSIRERIINE
0% A 8% 6% 19

2018 2019 2020 2021 2022
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Confidence Level on Cyber Security and Cyber Security Readiness Index

HATRBRZKFNEODRBBZRLZERRER

—
™
5.0 R
('V')_‘\
M
= &8
< i
= =l
G) D:;@
— P o0y 5
= Ol
2 4.5 S0k .
5 & @g Large Enterprises
Nuns ST e
O B o AREL2E
U) _)4 |
(T) {'.’E( ilnformation and Communication Technology Financial Services .
Q : = =0 AR FE
> o 0 Overall B AT R T 2 RBRFE
LC) Xg : NGOs, Schools and Others  SMEs %Em
= =
o = FEE AR - BTN EA 1 AN 2 1
o s B %EP/J\;—‘E“:% ,,,,,,,, . ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Average cyber security confidence level (3.8)
e lg . Manufacturing, Trading and Logistics #I 2\ SR R %K PRI F 1570 (3.8 )
% 5@' Retail and Tourism Related _ _ IS - BEAMMR
= = 35 EER RIS Professm‘r!al Services
8 BHERE

40 45 50 55 60 65 70
Cyber Security Readiness Index #4& R 2 ¥EHIEE]
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Thematic Survey of the Year
FEERE

Managed Security Services (MSS)
B IRZFEE (MSS) AR#5




Top 3 Important Cyber Security Services

—KRERHEBFRZIR

Compared with 2021

12021 F 8L
Firewalls/ Internet
B K U 4B4S A 2%-pt

Emails

BFHG

Solution on Remote Access
(VPN/VDI/Remote Desktop)

>0% A 6%-pt
EXTMF  EBEREESE
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MSS Adoption Rate

REIRZEERBIRAE

Overall By Company Size By Industries
28 = T SR E
Professional Services
479 76% W =wix

L |

bl i gitig?” S Financial Services

g L et - 55% LI cums

:I 9 O/ " o \EIp —
O Manufacturing, Trading and Logistics
49% 'C} 25 - AHHYT
of companies are
subscribing MSS
NGOs, Schools and Others
~E R o 48% SELFhHE - BRAELM
B RRTERE =II=== 5690 2 LS
J |||
! g - Retail and Tourism Related
::n{“lﬂ“ Large Enterprises  47% B ZSitaen
Nyt KRB
H:H:i!llll 0 Information and Communication Technology
18 /0 B AR
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MSS Spending

MERZTERZER

Overall
g

Percentage of MSS Cost to Overall Cyber Security Cost (Large Enterprise vs SME)
B RLEERGERGEREHESFREZERMLEA ( KRBUEE vs /hE )

SMEs

ch/ B fp 2 _ B 1
l \:EJJ:/\

Large Enterprises

S Bl e 79% 12% 6% 3%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

49%

of companies are

subscribing MSS
ENSIESEEDEE

A4S IR Z FEE IR T%

1-20% 21 - 40% 41 — 60% 61 —80% m> 80%
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Top 3 Reasons to Increase MSS Budget

= KIENFRZFTERFEENRE

Change on MSS Budget in the Next 12 Months

RR12E AR LZFEERISEREE Top 3 Reasons to Increase MSS Budget | Compared
= KRENMFRLZFERBEENRE with 2021

E12021F8LE

Meet with Digital Transformation / Remote

9 9 % and Hybrid Workplace A 9%—pt

Expect to Maintain / Increase | ERURBE/ER LIFARS LIFR
SihE .
Respondents ¥E1E1$}—IZ: """"" (90%) / J:ﬂ' (9%) Meet with Organisation Development

(+3%-pt) 4%-pt) HEREFRERERE A 3%-pt
1% Expect to Decrease
Sz %E 131:&95 Re‘slponciﬂto trﬁ Incrgasing Security Threats
Respondents BRI RZZ B B RYIETIN +/-0%-pt

(+1%-pt)

(+/ ) Changes compared with 2021
ELBR202 1 F Y i 22
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__ Key Challenges of Cyber Security Management & Benefits of MSS

MERZEENRBRBBERZTERBERS - 2

Top 4 Challenges of : :
Cyber Security Management Top 5 Corresponding Benefits of MSS

4 42 (R 22 55 T8 i Y ok ok B RLEEIRFSEE BV A KB,

Lack of ITﬂsupport and management staff 3%-pt 31% Mitigate internal IT personnel demand
RFITEREBAF YoY Increase EREIT A A E K

REIEM

With its ever-changing nature, investments on projects
related require a high level of flexibility
TRBREEE  REREERGEE M

Higher flexibility, which allows the users to adjust the
4904 service level to business needs
REEN  ERBEREESE - =B D THRRE

Low one-off investment as Capital Expense is
3504 substituted by Operation Expense
BIREZREITEZEE

Require a large one-off investment on infrastructure
FERANEERE

Service providers continuously enhance technology
30% and service standard to increase competitiveness

ARF5 18 A 38 N 5 3 D355 AR B R B AT AN AR T AR 75 7K

Support from cyber security experts
3%  gEpmmrrERnHE

@@@@G

a 35% Lack of the expertise (IT personnel or knowledge) to deploy
REREBEE A 2L il

Base Z£/ : Those who are subscribing MSS & /&84 R AT EHREHT A 5]
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Cyber Security Enhancement Plan of
Enterprises in the Coming 12 Months
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Plan to Enhance Cyber Security

S EIMEMRRE

/\ overall  compared SMEs
Bis a2 RUNESTE S

EEER2021 8

Enhancing Cyber Security in Next 12
Months AND Now Using / Planning to Use
Cloud Solutions 250/

sTEIEARRI2ERRNNMEMAERE - WHER
' / R A E I i

; \

Enhancing Cyber Security in Next 12
Months but not Planning / Using Cloud
Solutions

TEIEARRI2ERANMBEERE - BIRE
/ RRAE i FHE I 31l

y 4
%N (.20 o) S

15% (-1%-pt) 2204

(+1%-pt)

-20%-
DT 096 vy 8%

Not enhancing Cyber Security in Next 12
Months

RAREIEARFKI2ERA
IR 4845 fR%
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Compared Large Corporates Compared
with 2021 FEU /N 2 with 2021
EE8R20214F ALESR th#R20214
(+3%-pt)

22% (-13%-pt)

(-2%-pt) 41%
(-11%-pt)

19% (+2%-pt)

(-1%-pt)

59% (+11%-pt)

(+/-) Changes compared with 2021
EE#R2021 & Y e
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Plan to Enhance Cyber Security (cont.)

SHEINRMERE ()

Areas to Enhance Cyber Security Endpoint/Internal Security Solutions Cloud Security Solutions
NN5& 48 48 fR 2 B9 SE 35 D B/ B ERE R R A ERRE SR

Those who plan to enhance cyber security and deploy cloud

Base Those who plan to enhance cyber security in N12M

4 FAEFR SR REAT 2 o e B S R12 S A 1R R BRI
O R RE S & ( B / FATA IR ) 7% ey [ 757
1t ey oo cueny N 65
e S S T oo o) I 73%
o R e e o e I 575
T T oovo  twr) N 61%
e e e 56% (+13%-pt) I /5%
EREREE ( paffﬁ‘:&a“ﬁigii’ﬁéﬂf?‘ 55% (+1%-pt) I /3%
T sn o) I 5%
A e e ?%Efegf?gﬁ?f% 48% (+6%-p) I 5
48% coory D <6
WB (1oT) RERE 31% cevept I 32%

Copyright @ 2022 HKPC All rights reserved HKT Hong Kong Enterprise Cyber Security Readiness Index 2022 27



Plan to Enhance Cyber Security (cont.)

RTEINEREIRE (B

Areas to Enhance Cyber Security — Non-Technical Measures

N3 ARSI 2R RSB - FEIR TR e

Cyber security training
xS RZ 15

Compliance to regulations on cyber security and personal data protection
RNEREBRBERLZMNEANBBRENRE

Managed security service outsourcing

SNAI T RBAS IR ZRTE RS ( BIINARAERI KIS / BEARE / REBZREH / SIEM )

Management of third party access
F-HFINER

Cyber security drill or simulations (e.g. phishing drill)
HERZEE (HNREEHNRER )

Increase cyber security staff headcount
BIEAGRZEAER

Cyber security insurance
BB S IRERIRIR

I 57 (+11% )
I < (+5%-p)
I /- (+19%-pt)
- E (+16%-pt)
N 25 (+1%-pt)
B 22 (+8%-pt)
B 15 (+5%-pt)

Base &£/ : Those who plan to enhance cyber security in the coming 12 months 77278512 18]/3 1A /5% A48 (R Z2H9 22 5]
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Conclusion and Advice
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Advice for Enterprises

At ERVER

Cyber security Is indispensable to digital transformation Level
Building trust and keeping information secure has become a top priority AR Al
B IRZLE IR ERE R E A oS iR foies]

ZUEENFRSTENZECUAERZE

Managed

BHE
Hong Kong enterprises should devote more resources I e
. ’ BEARH
to reach “Managed” level

THEERABRZERES "EEMEEET 1 Al L
Unaware
R =5
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Improvement Methods (cont.)

MERE (E)

Businesses Should ...
P EfE How? 0ol ffy ?

Improve Cyber Security Awareness * Regularly Train All General Staff and Newcomers
T = Ads R L B ERFEAIFAE L
[m] e [m] i |
* Run Regular Cyber Drills and Monitor Progress
T Tt EHETAKED  TETEE

fleberseclnfohub *
T H ﬂ « Attend HKCERT Seminars and Subscribe Security Advisory

E = - 270 HKCERT W&t E /5] BRZER

» Join Cybersec Infohub to Exchange Information with Industry

Peers to Build Up Collaborative Defence
T;-]EiEI 27N Cybersec Infohub - EEZERREM - EUSHE

Cybersec
Tralnlng Hub
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 Encourage employees to undergo training on Cybersec Training
Hub
5% B B T 7ECybersec Training Hub #5153l



(1SC)? Certified In Cyber Security (CC) certification

(ISC)* A#B L BB AR IE B

(ISC)? Certified in Cyber Security (CC) certification supports and nurtures
new workforce for cyber security professionals

(ISC)? R ERE(CC)REXHFMEBEEN —RNHEEZLEEEABAT

Organiser Official Training Partner

s hkpc©Acad - e

Certified in Cyber Security (CC)
Official Training

Certified in
Cybersecurity

cC. An (ISC) Certification

https://www.hkpcacademy.org/10013480-01-certified-in-cyber-security-cc-official-training/
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Phishing & Incident Response Drills

FRNRRENEERE

Phishing Defence Services
A& 29 B EL AR 75

* Phishing Awareness Training Programme
Az BAEallETEl

« Phishing Campaign/Scenario Design
AR REM I E=REE

» Localised Phishing Template Library
RE 4848 $Y B E A E

* Phishing Drills
AAS B RE S

* Regular workshops
TEHAEE T

Incident Response Drills
FRESWESEH

I

'y « Tabletop exercise
¥ R ERES
* Cybersecurity in the Boardroom
SREEABMSRL
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Incident Response Guideline for SMEs

P REZ B EEIEE

Soa

HKCERT

2

VDR B RIS DOWNLOAD <.
e

https://www.hkcert.org/tc/security-guideline/incident-response-guideline-for-smes
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“Check Your Cyber Security Readiness” Online Tool

"EHE RIS ERZIRL ., RETER

- ' 101 100U 10
AHE RV B R ZART .

=N
SRR YRS RN .
~ PRSP ANE) NGRS SRRUETRENAGERLS . 0

HERWMRE  TRaTRE
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https://www.hkcert.org/resources/check-your-cyber-security-readiness

Cybersecurity and Privacy Maturity Assessment & VAPT

REZERABRRAEN E HELEREFERERZSEEA

1255
ig E YEARS

DELIVERING VALUES

SsrEnEESRESLY SsrEnRESyESRY

BEOFNETRER=SRABZT ERERBRERE
H=EEZEREE
z S /XN= D
e BERAREREILR
. YEEDTESELEEE . ERLE
* BT/ R BEES RAEBZT e BEIERERREX
. Sx=EED tEEmeSR +RORE/ SR
# AR SR
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Information Security Summit 2023
S REZEIEE2023

Coming Soonin 2023 Q3

Wmlnform ion Se I'l iﬂuﬂﬂﬁ%‘ |
Security Transf # the NextN F‘"‘llﬂlﬂl aqement and Data Pre n a Post 2Zndemic World



https://www.issummit.org/
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Hybrid Workplace Trend on Cybersecurity

O ABEHERRZTE

* Cyber attacks become much more evolved and complicated in terms of scope and scale, targeting
endpoint device as well as office IT network

1. Cloud Adoption (Public Cloud, SaaS)
2. Remote Access
3. Mobile Device / Laptop

AP WENER N RBEHBECAERH - B YRR E NN EITHLE
1. BiREA (AHEE - SE2EIRTE)

2. EIpGFENEE

3. 1TEIERE/EN

* Require comprehensive and flexible cyber security strategy to combat with cyber security threats
° E’%gn;ﬁ/\ EDFDI %n\ﬂ mE 1$I_‘_I/_’_ HQJ/_‘LT\,{—J-I“H mA IQ
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Managed Security Service (MSS) Adoption

M IRZEERIF IR

Lack of IT support and management staff or expertise RERITXIEREEAFHEA

Concern on infrastructure investment scale EANEZNE
Requires flexible approach TR REY

« Recently market reflects stronger demand and adoption of following list of Managed Security Services
« Managed Email Security

 Managed Firewall

« Managed Endpoint Detect & Response
« Managed VPN

ﬁ%)ﬁﬁ??ﬁﬁ%ﬁﬁ%ﬂc BAs R E IR IEBRFE K Nk BE = 1B
- EHRGERELTERS
. BEXH@.:E%HE%%
o ImRaRR & Ol ERTE AR TS
- ERERMBTERS
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Suggestion

e

Extensive Security Solutions

FTHRBRELZDE

@42\ Proactive Detection & Rapid Response
Saa% o
24/7 SUPPORT Ei %*‘u&ﬂgﬁﬁg

How To Select Managed Security

Service Provider _ :
Supported by Local Security Expertise

EREERBRLTERGHERD ZNi R

Flexible Pricing Options
FEWEEI
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